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Preface

What seemed to be unimaginable in 
the past is happening today. Through 
the outbreak of the COVID-19 pan-
demic the world stumbled into 
a global health crisis which costs 
innumerable people´s lives. The 
global shutdown to mitigate this 
human catastrophe results in a sud-
den economic slump of unprece-
dented scale. Almost all business in 
various industries no matter what 
size and in which region are severe-
ly hit by this huge disruptive event 
which destroyed millions of jobs 
and ruined inestimable businesses 
and wealth in almost no time.

How can companies navigate through 
a pandemic event such as COVID-19, 
what can risk and insurance manage-
ment contribute to treat the sudden 
infection of a company’s risk land-
scape and where will the COVID-19 
crisis take us to?

This special edition of our client mag-
azine Spotlight provides up-to-date 
resources and guidelines, focused on 
risk preparedness & mitigation and 
claims & coverage considerations, to 
help clients prepare and respond to 
a widespread pandemic event.

Our experts from various specialties 
and competence centers have col-
lected their profound risk advisory 
knowledge and deep practical expe-
rience from supporting clients every 
day in response to this crisis and giv-
ing best advice in all risk and insur-
ance-related matters.

Stay safe!

Yours,

Friedrich Neubrand
CEO

Georg Winter
CTO

We continue working for you 

The current developments on COVID-19 affect us all -  
our employees, clients and business partners. We have 
therefore set up a central task force to ensure the 
maintenance of our service delivery and the continua-
tion of our internal processes.

Our measures include that the majority of our employees 
work from home. You can reach your account manage-
ment team as usual via e-mail and mobile phones.

Our modern infrastructure guarantees a seamless con-
tinuation of our services, which was already ensured 

in advance by tests. Nevertheless, we ask for your 
understanding if the communication or the handling of 
inquiries takes longer.

Further information about the effects of COVID-19 on the 
risks of your company can be found on our website, the 
articles are updated continuously! 
 
#wearegreco
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On 16th of March, the World Health Organisation (WHO) 
declared the COVID-19 infection a worldwide pandemic. 
Thus it is now undisputed that the spread of COVID-19 
affects us all. No stone is left unturned in the world of 
business. Regardless of industry, size and geographical 
boundaries, many companies have now reached the crisis.

Companies are called upon to take the right measures 
quickly and proactively to prevent infection and further 
diffusion as a top priority. But also the maintenance of 
operations or the transition to a temporary shutdown are 
essential during this phase to ensure the survival of the 
company. Employees, clients, suppliers and other stake-
holders must be kept informed and supported in the best 
possible way. In order to be able to better manage this 
acute crisis situation, we provide you with guidelines with 
the minimum requirements for crisis management.

These guidelines outline the recommended actions for 
setting up a company crisis management connected to 
COVID-19. It mentions the minimum requirements to 
consider when managing your company in times of this 
crisis in a structured and organised way. They include the 
following steps:

1. Setting up a crisis management team
2. Defining corporate core functions and minimum staf-

fing requirements

Managing in times of crisis
Basic guidelines for your crisis management

3. Arrangements with customers and cuppliers
4. Define adapted functions for business units/departments
5. Securing supplies and the company’s protection
6. Assisting employees abroad
7. Provisions for active personnel
8. Communication and information
9. Back to business as usual

As these guidelines are not industry-sector specific, they 
should be adapted to your individual requirements and 
especially adjusted to the size of your company. You can 
download a pdf-version here:
https://www.greco.services/en/news/crisismanagement.html 

For specific questions our team of GrECo Risk Engineering 
is also working from home. We will support you in limiting 
the impact of the COVID-19 pandemic on your company as 
far as it is in your hands.

COVID-19 Special

Johannes Vogl
Managing Director 

GrECo Risk Engineering GmbH
T +43 5 04 04 160

j.vogl@greco.services
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GrECo JLT Specialty 
Financial Institutions
Finanzinstitute sind zahlreichen Risiken ausgesetzt, die auch 
existenzbedrohend werden können. GrECo JLT informiert über 
die Financial Lines - versicherbare Risiken für Banken. 

What our clients say

GrECo JLT Specialty 
Construction

In the event of an emergency,  
do act, not react! 
Business Continuity Planning

With Business Continuity Planning, you identify and evaluate 
the emergency risks and take measures for the structured 
management of the restart of processes in the event of a major 
loss. GrECo offers help to help yourself.
 
www.greco.services

How to navigate through a pandemic event?

Unfortunately, the prevailing 
pandemic is leading to the shutdown 
of many companies. In most cases, 
this also leads to a change in the 
previously known risk situation, 
because the operating facilities are 
no longer used or existing safety pre-
cautions are reduced. 

Such deviations from the usual 
operating constellation pose an 
increase in risk and should - so that 
your insurance cover is not at risk 
- definitely be reported. It is par-
ticularly important that the insurer 
continues to confirm cover and that 
agreement can be reached on any 
risk-reducing substitution measures. 
In the event of an increase in risk, the 
insurer is entitled to an additional 
premium due to the change of the 
risk situation originally applied for. 

GrECo recommendations for  
business shutdowns 
In the event of a business shutdown 
the previously prevailing risk situation 
changes. The insurer must be notified 
of such a potential increase in risk to 
enable him to react accordingly. 

In order not to jeopardize the 
insurance cover, the Insured shall take 
all reasonable precautions for the 
safety of the property insured. For 
instance, the following measures are 
recommended:

 ▪ The shutdown must be carried out 
in an orderly manner to ensure an 
equally orderly restart of operations.

 ▪ All safety installations and devices 
(e.g. automatic fire extinguishing 
system, fire detection system, 
alarm system, etc.) must remain 
fully functional.

 ▪ Fire protection doors and emer-
gency doors should be kept 
closed, even when they are 
equipped with an automated 
locking device that is connected 
to the fire alarm system.

 ▪ An uninterrupted alarm chain 
(direct link to a permanently 
manned location, on-call service, 
deactivation of the intervention 
time, etc.) must be guaranteed. 

 ▪ To minimise sources of ignition, 
all electrical devices, including 
small equipment, should be dis-
connected from the power supply 
(with the exception of alarm and 
safety equipment).

 ▪ Fire loads should be minimised by 
removing any additional combus-
tible materials from production 
areas and by thorough cleaning 
(incl. extraction and filter systems, 
conveyor belts, etc.).

 ▪ All supply systems (e.g. gas, com-
pressed air, water, steam, etc.) 
that are not needed during the 
shutdown should be switched off 
(keeping in mind the frost resist-
ance of water pipes).

 ▪ The required maintenance and 
servicing measures regarding 
buildings and technical equip-
ment, incl. fire protection equip-
ment and plant security systems 
must be maintained.

 ▪ The plant security must be main-
tained to protect the facility against 
arson, theft and vandalism (e.g. re-
stricted access, minimizing the out-
side storage of flammable materials 
and keeping a distance of at least 
10 meters to the nearest building, 
maintaining guard duties as well as 
regular patrols and inspection tours 
of premises, activation of alarm sys-
tems, burglar alarms and anti-theft 
devices, etc.).

All contractually agreed obligations 
and safety regulations contained in 
the insurance contract remain valid 
and unchanged. Any required changes 
thereto, e.g. switching off safety 
devices/equipment, may only be 
made in agreement with the insurer.

Rudolf Schiel
Competence Center Manager 

Property & Engineering
T +43 5 04 04 355

r.schiel@greco.services

What you need to know about business shutdown                 
Your duty to notify in the event of increased risk
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However, it is not only people who are 
infected by the coronavirus – it has 
infected our economy, world trade 
and businesses across the globe. 

As an example, the aid package set 
up by the Austrian government aims 
to guarantee the liquidity of affected 
companies and secure jobs. In 
addition to the previously announced 
4 billion EUR in emergency aid, the 
Austrian government is to provide 
around 9 billion EUR for guaran-
tees and liabilities, around 15 billion 
EUR as emergency aid for lost sales 
and around 10 billion EUR for tax 
deferrals and reductions. Germany 
even intends to support companies 
affected by the COVID-19 crisis with 
unlimited credit programs.

Lessons learned from the  
last crisis?
With a mere glance at the way the 
coronavirus spreads, the credit 
insurance business can now demon-
strate what it has learned from the 
last crisis. The 2008/2009 financial 
crisis led to harsh criticism of many 
credit insurers.

The three major credit insurance 
groups (Euler Hermes, Atradius and 
Coface) have a world-wide market 
share of about 76 %. A credit insurer 
checks the creditworthiness of business 
partners and constantly monitors their 
performance with the help of an early 
warning system. Besides that, the 
insurer must separate the wheat from 
the chaff. This means, business partners 
with insufficient creditworthiness 
cannot be insured.

During the financial crisis, credit 
insurers acted swiftly with com-

prehensive downgradings and 
shortened coverage. These com-
prehensive annulments of credit 
limits marked a turning point for 
many troubled companies and 
kicked off a downward spiral in some 
industry and business sectors. Thus, 
companies tend to question the 
measures credit insurances take to 
minimize risks.

Credit insurance is risk 
management
Many of our clients use a credit 
insurance as a tool to manage 
the risks of their business, a tool 
that considerably influences the 
company’s development. In this 
light, holistic ways to manage 
risks have become an increasingly 
important trend. They are supported 
by major economic events – such 
as the Lehman Brothers bankruptcy 
in 2008 – which resulted in stricter 
laws as well as the most well-known 
supply chain events – such as the 
tsunami in Thailand or the earth-
quake in Fukushima.

This trend is set to continue as a 
result of the COVID-19 crisis because 
stable supply chains for e.g. the 
production of protective gloves, dis-
infectants and masks must boost 
Europe´s independence in this regard. 
Therefore, business owners and 
managers are already looking at com-
pany-wide risk management systems 
which not only focus on individual 
risks but integrate all the risks that 

could affect their business. They also 
take the interdependencies between 
these risks into consideration. 

Nonetheless, the credit insurance 
sector is called to action. Their credit 
assessment companies use IT-based, 
standardised and automated 
procedures to check the creditwort-
hiness of business partners and 
make thousands of credit decisions 
each month. Rather than making 
individual credit limit decisions, algo-
rithms are used.

During the last crisis, insurers made 
many rash decisions. Considering 
the current situation, it would be 
inappropriate to do things just for 
the sake of doing things. The credit 
insurance sector has always been a 
data industry. Information, evaluation 
and assessment is its core business. 

While risk assessments have 
improved over the years, insurers 
must now detect temporary disrup-
tions along the value chain and act 
prudently. That way, credit insurers 
could significantly contribute towards 
maintaining stability and support and,  
with the right package of measures, 
cushion the negative economic 
effects of the COVID-19 crisis. 

Crisis and credit management in one go

The coronavirus worries us all. Everyone is called upon to 
help protect our fellow members of society.

Credit insurance should be 
used as a tool to manage 
the risk of your business

How to navigate through a pandemic event?

Lisbeth Lorenz
Group Practice Leader
Credit & Political Risk

T +43 5 04 04  280
l.lorenz@greco.services

COVID-19 Special
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Business continuity (BC) is about 
maintaining the business processes 
necessary for running an organization 
both during and after an incident. This 
is very important to improve the resil-
ience of each enterprise.

Business continuity planning (BCP) 
ensures that the emergency risks 
are identified and assessed and that 
appropriate precautions and contin-
gency measures are taken so that 
the resumption of the processes is 
managed in a structured way.
 
The holistic view – from process 
analysis, risk assessment and the 
development and implementation of 
technical solutions to active crisis man-
agement during and after the incident 
– is referred to as business continu-
ity management (BCM). The definitive 
standard for this is ISO 22301. 
So much for the theory.
 
Now to the practical application
Experience shows that interest in 
BCM systems has increased strongly 
in the last years also as a powerful 
tool supporting resilience. Not only in 
the automotive industry, where BCM 
has always been a crucial subject, 
but in almost all industry sectors. The 
main reasons are to secure the value 
chain on the one hand – just-in-time, 
lean management, global networking 
in the supply chain – and the more 
frequent damage caused by risks 
such as cybercrime or unpredictable 
natural phenomena on the other. 
The degree of implementation of 
BCP/BCM is often unable to keep 
up with the need or priority in the 
risk management process. Studies 

as well as personal conversations 
show that companies overesti-
mate the implementation effort, 
while sometimes underestimating 
the loss potential. The systematic 
BCP therefore faces the same fate 
as many other measures for pre-
venting or minimizing damage: its 
relevance only becomes evident 
when something actually happens! 

As risk and insurance advisor, we at 
GrECo constantly deal in our day-to-
day work with the kind of damage 
that potentially puts the affected 
companies’ existence at risk. It is also 
apparent that companies that have 
already actively engaged with BCP 
emerge from serious damage rela-
tively unscathed. They can soon start 
supplying their customers again and 
maintain or often even boost their rep-
utation and strengthen their resilience.

This is exactly where the great 
“added value” of BCP lies: preparing 
for a loss in such a way so that it 
is possible to operate systemat-
ically and as planned should the 
worst ever happen. The necessary 
“additional effort” is very much 
dependent on the chosen method. 
In order to adapt the effort to the 
company’s actual requirements, 
GrECo risk engineering experts have 
developed a structured method 
for preparing BCP based on ISO 
22301. These can therefore be 
developed simply and comprehen-
sibly. As a company, you can decide 
for yourself – and depending on 
the potential threats and available 
resources – to which extent BCP 
should be handled. 

Well prepared: helping others to 
help themselves
GrECo introduces the responsi-
ble employees in the company to 
the method at a workshop usually 
lasting one day. The training is 
carried out based on (major) loss 
scenarios defined in advance. The 
aim is to develop an “exemplary” 
plan, so that the method can also be 
applied independently to other loss 
scenarios and an extensive BCP can 
be developed.

In this way, you ensure that the 
“added value” upon introducing BCP/
BCM in the company always justifies 
the “additional effort”, as the BCM 
system is designed to be simple, 
transparent, clear and comprehensi-
ble and that negative “surprises” do 
not encumber your organization or 
put your delivery obligations at risk in 
the event of a major impact. 

Even if the specific incident which 
affects the company has not been 
depicted as BCP in advance, this is not 
a disaster! Medium-sized companies, 
in particular, have gained sufficient 
experience in terms of content and 
methodology from preparing three, 
four or five loss scenarios in the 
form of business continuity plans, 
allowing them to be ideally prepared 
for severe events. 

The calls for business continuity management (BCM) systems are 
getting louder and louder. New risks such as the coronavirus or cyber-
crime, but also familiar motives such as securing the value chain, are 
the driving forces. Resilience is a major target for enterprises in times 

of uncertainty – BCM is a success factor the achieve it! 

Non-stop added value to your resilience

Johannes Vogl 
Managing Director 

GrECo Risk Engineering  GmbH
T +43 5 04 04 160

j.vogl@greco.services

How to navigate through a pandemic event?



April  2020    I     13

GrECo JLT Specialty 
Financial Institutions
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GrECo Cyber Insurance. 
Five-star security for your risks.

GrECo offers an insurance solution that not only protects the 
company's cyber risks, but also includes teleworkers and their 
private computers and smartphones. 

www.greco.services

A worldwide survey amongst 2,700 
risk experts concerning the biggest 
risks for companies ranked pandemic 
on 17th place (source: Allianz Risk 
Barometer 2020).

Given the lack of demand, the 
insurance sector did not have to 
provide suitable and economically 
viable products – the exception 
being the more sensitive sectors 
such as tourism and the food 
industry in the event of diseases. 
Occasionally, insurers offer an 
infectious disease cover as an 
extension to existing property 
policies. This type of insurance, 
however, provides only limited 
coverage – both financially and 
in time, in the event of company 
closures in accordance with the law 
governing epidemics. 

Loss of income due to pandemics                                                                                                         
What does the commercial insurance market cover?     

The extent of the COVID-19 pandemic and its global
impact on business, industries and economies 

could not be predicted. 

Standard business interruption 
insurances are not an option
Normal property and business inter-
ruption insurances (BI) do not provide 
any coverage in the event of a loss of 
income due to disease because the BI 
insurance is based on the prerequi-
site for a property damage being the 
cause of the business interruption.

Possible future solutions for larger 
industrial companies include a par-
ametric coverage or so-called 
non-physical damage BI insurance. In 
this sense, we have started talks to 
insurers and reinsurers a few weeks 
ago. From some of them we received 
first positive replies, showing an 
interest to collaborate with us. 

However, the crisis has gotten worse 
over the past few weeks. Currently, 

the entire insurance market (nation-
ally and internationally) is keeping 
an eye on developments and is not 
offering any new solutions. 

We must wait until things in the 
insurance markets have calmed 
down again after the COVID-19 
pandemic and see whether suitable 
solutions will then be offered. 

Rudolf Schiel
Competence Center Manager 

Property & Engineering
T +43 5 04 04 355

r.schiel@greco.services

Can insurance treat an infected risk landscape?
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Marine cargo insurance is upside down                                                                                             

The outbreak of the coronavirus has an enormous impact 
on the supply chain of goods in different ways. In many 
cases, the scale of the impact could not be anticipated. 

The shipping industry and the trade sector, for example, 
grapple with operational difficulties. Quarantine and travel 
restrictions were implemented, the production of goods is 
delayed, goods arrive too late or must be diverted because 
of port- and country-specific restrictions.

This opens us several questions, especially for production 
and trading companies. 

Does the marine cargo insurance provide coverage?
The marine cargo insurance is a property insurance and covers 
damages of goods that occur verifiably during their insured 
transport. It is an all risks insurance without an exclusion for 
pandemic reasons. However, a virus will hardly cause material 
damage to the goods transported as the virus, according to 
current knowledge, can only be transmitted from one person to 
another and not to goods. Consequently, it would not contami-
nate goods. Therefore no insurance cover is granted.

Due to the current occurring delays in the supply chain, 
claims can happen caused by the long transport time (e.g. 
inherent vice). According to the underlying General Austrian 
Marine Conditions (AÖTB 2001) for instance, there is no obli-
gation to indemnify these claims because amongst others, 
claims caused by a delay of the voyage as well as inherent 
vice or the natural constitution of the goods are excluded 
from insurance cover. 

Refrigerated or chilled goods, respectively thermo goods 
from the food and pharma sector, may additionally be 
insured against temperature damages caused by an insured 
event, e.g. a malfunction of the cooling unit. The exact scope 
and the conditions of cover of the respective marine cargo 
policy must be checked individually. 

Which costs/additional costs are covered?
Expenses incurred to prevent or minimize damages are 
covered, if there is an already existing or an imminent 
threat of material damage to the goods insured. 

Additional costs for reloading, temporary storage as well 
as reshipping or re-forwarding are covered by individually 
insured amounts defined as such in the insurance policy. 
However, there must have been a material damage. 

Is there an insurance cover from the consequential loss 
clause for goods in the course of the COVID-19 crisis?
A proven loss of production is covered by the "con-
sequential loss clause" if the consequential loss 
is a direct consequence of an indemnifiable claim 
of goods. As the things are now and as already 
explained above, it cannot be assumed that these 
claims are indemnifiable in the course of the 
COVID-19 crisis, so that no benefits are provided 
under the consequential loss clause.

Are delays in delivery insured caused by the 
COVID-19 crisis?
Delays in delivery can also lead to claims caused by late 
arrival, as the goods do not arrive on the agreed delivery 
date or the 'normal' transport time is considerably 
exceeded. Insurance cover for pure damages caused by 
delay is regulated in the "financial loss clause". According 
to this clause, damages caused by delay are only insured 
if a carrier involved in this transport is liable on the merits 
for the delay within the framework of a usual transport 
contract. Since the cause of the delay is the consequence 
of the spread of the coronavirus, a case of so-called force 
majeure can usually be assumed. This is to be regarded 

as unavoidable for the carrier/for-
warding agent (fixed cost forwarding 
agent, freight forwarder, ship owner 
or similar) and therefore liability 
would be excluded and that is why no 
insurance cover is granted.

What should the policyholder do 
in respect of the marine cargo 
insurance if the completion of the 
insured transport is significantly 
delayed? 
This constitutes a change of risk, 
which must be notified to the insurer 
without delay as soon as the policy-
holder becomes aware of it.

If goods must be temporarily stored 
for a longer time than expected (e.g. 
storage locations are closed, or a 
relocation of goods is delayed), the 
insured storage period as defined in 
the respective marine cargo policy 
(there’s often a maximum of 60 days 
per storage) must be checked. If 
this time period is being exceeded, 
the insurer must duly be notified, 
so that the storage period can be 
extended, and the insurance policy 
amended accordingly.

In the event of a claim, it is essential 
that the policyholder immediately 
notifies the insurer. The insurer will 
assess each case individually and will 
often appoint an assessor/ author-
ised expert to clarify how the damage 
happened and he will then determine 
the claim’s amount.

What can be done in this special 
situation? 
Mitigating risks in cargo storage areas 
and in transit: The accumulation of 
unattended cargo in warehouses 
implicates the added threat of theft 

and organized crime. Where possible 
your company should strengthen 
warehouse security and check alarm 
functionality. Companies should 
also consider checking whether 
prolonged staging of loaded trailers 
outside of warehouse locations can 
be avoided, as this increases the risk 
of cargo theft and damage. With the 
coronavirus outbreak, having the 
potential to cause prolonged disrup-
tion to supply chains inventory, turn 
times will increase and capacity in 
warehousing spaces will be limited, 
therefore your company should 
also consider identifying alterna-
tive warehouse capacity in the event 
occupied spaces can no longer safely 
receive cargo. 

Where possible companies should 
obtain confirmation that the final 
destination is able to receive cargo 
prior to beginning the shipment. If 
necessary, prepare for the possible 
non-receipt of cargo at the final des-
tination, as an increasing number 
of organizations are ceasing opera-
tions at short notice as a preventative 
measure. Companies should also 
make efforts to Identify the amount 
of cargo in transit and obtain status 
updates from carriers. If the intended 
destination is unable to receive a 
shipment, check the possibility to 
seek alternative destinations.

Companies should also consider 
utilizing trailers that have integrated 
GPS technology whenever possible 
and also integrating “Internet of 
Things” monitoring devices into cargo 
packaging to enhance shipment vis-
ibility. These devices are capable 
of providing GPS tracking of goods 
in transit and can provide real time 

location information in the event of 
shipment deviation or delay.

Where possible companies should 
also consider reviewing require-
ments for perishable cargoes. 
Food and pharmaceutical products 
associated with the response to 
the coronavirus outbreak have 
been given priority for tempera-
ture-controlled capacity. Therefore, 
non-critical perishables will be 
subject to increased transit time as 
temperature-controlled capacity 
is stretched. Consider to review 
packaging design to ensure applied 
schemes are able to maintain 
required product temperature for an 
extended period of time.

Currently, no forecast can be made 
when deliveries will again reach a 
normal level. Policy holders should 
therefore retain knowledge of their 
contractual obligations with their 
customers and exercise prudence 
when transporting customer 
goods. Moreover it is important 
that freight priorities are defined 
when quarantine actions have been 
changed or cancelled.

Allan-Christopher Strahser
 Specialist Transport 

T +43 5 04 04 363
allan.strahser@vmg.at

Herbert Mayerhofer
 Competence Center 
Manager Transport 

T +43 5 04 04  276
h.mayerhofer@greco.services
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The economic fallout is still to be 
seen and will invariably depend on 
the success of the measures taken 
by the various countries. 

Uncertainty looms with respect 
to future investments and the 
approach the financing and invest-
ment community will want and be 
able to take in the future. Despite, 
the focus is very much on keeping 
existing projects afloat and tackle 
the immediate challenges. The 
outbreak brings severe disrup-
tions across Europe as quarantine 
measures and restrictions of varying 

extent are being imposed across the 
region. Each country tries to find 
the best way given the respective 
constraints. Germany for instance, 
despite being a severely affected 
country, allows construction to 
continue for infrastructure, residen-
tial and utilities construction as it is 
deemed an “essential pillar of the 
domestic economy, which must be 
maintained”. In another country, 
large contractors like Strabag closed 
down sites for a certain period 
because the legal requirements 
appeared not to allow continuing 
with executing works in general. 

Amid worsening economic 
conditions as a result of the coro-
navirus spreading, the construction 
industry is set for a year of con-
traction with the outlook for 
Eastern Europe probably being less 
dire at the time of writing this as 
the region has not been affected 
to the same extent as other major 
markets such as Italy, France and 
Spain. The IMF’s April 2020 World 
Economic Outlook forecasts a 
severe dip in 2020 with a view to 
a recovery in 2021 predicated on 
pandemic fading, helped by policy 
support, restoring consumer and 

investor confidence. The construc-
tion industry is among those who 
may hope to benefit from public 
programs to stimulate and boost 
the economy again.

Effect on the construction industry
Ongoing construction projects are 
affected in a number of ways:

 ▪ Projects are either actively shut 
down by employers and/or by au-
thorities or regulations make an 
orderly execution of the project 
difficult or impossible.

 ▪ Unavailability of resources such as 
material or staff, due to quaran-
tine measures, travel restrictions 
or also because workforce are not 
willing to work under the prevail-
ing conditions; people having to 
look after children during schools 
being closed or becoming sick 
themselves. While white collar 
staff will to some extent be able 
to work remotely, it is the very na-
ture of construction and erection 
works to take place on site.

Depending on the further develop-
ments, material delays will ensue 
and clients and lenders will be 
unsettled with certain sectors like 
hospitality and commercial being 
among the most affected.

The contractual consequences of 
those effects depend on which 
contractual regulation and law is 
applicable and may work out dif-
ferently under FIDIC, NEC or JCT 
contracts. Also, what may consti-
tute a relief event in the relationship 
between subcontractor and main 
contractor may not equally apply in 
the relationship between owner and 
main contractor.

Possible consequences range from 
extension of time to time and money 
and possibly also allowing right of ter-
mination, for instance under FIDIC for 
an exceptional event with a duration 
of more than 84 days.

What happens to insurance covers?
Given the wide array of implica-
tions the pandemic causes there 
are various lines of insurance 
with a connection to the current 

situation, ranging from flight can-
cellation and repatriation covers 
to exposures in connection of 
D&O insurances.

With respect to construction 
insurances a current focus is on 
property damage and business 
interruption covers. 

 ▪ It is particularly the question 
whether property being affected 
by the virus directly qualifies as 
trigger for the definition of phy- 
sical loss or damage. This would 
regularly also be the requirement 
for any business interruption/ 
advanced loss of profits coverage 
to be triggered. 

 ▪ Second, there is the considera-
tion of, if it does not qualify as 
property damage, could clean-up 
costs be claimed.

In order to constitute a damage, 
an adverse change in physical 
condition would have to be regis-
tered during the period of cover, 
impairing the use or worth of the 
item. The virus however may be 
cleaned off like any other germs or 
bacteria and this hence will often 
be the decisive point as local defini-

tions see superficial pollution  
which can simply be cleaned not 
as property damage. Radioactive 
particles intermingling with soil had 
been equally found to be damage 
like excessive deposits of dust on 

a carpet into which it was trodden 
and require professional cleaning.
Depending on the jurisdiction and 
the policyholder’s situation this 
should however be closely scru-
tinized, as even regulators and 
lawmakers are getting involved, 
partly threatening to require 
insurers to pay for claims which 
would otherwise not fall within 
the cover. An example here is New 
York lawmakers which have intro-
duced legislation retroactively 
requiring insurers to reimburse for 
their loss of income or the intiative 
on PRIA (Pandemic Risk Insurance 
Act) which should serve as legis-
lation that would create a federal 
backstop scheme for pandemic 
risk in the US. At the same time 
governments may actively use 
the infrastructure of insurance 
companies to support trade and 
economy, for instance by acting 
as backstop for credit insurers. 
Under a German plan, the gov-
ernment will backstop losses of 
30 billion euros for commercial 
credit insurers this year. In return, 
insurers will surrender 65% of their 
premiums to the government while 
continuing to provide coverage as 
cutting back on coverages in credit 

insurance would further dampen 
business activity.

Moreover, it is still unclear to what 
extent the coronavirus stays present 
on physical surfaces and what kind 

The implications of COVID-19 are being felt across the world. 
Some countries, which were affected by the outbreak early on, are 
already considering loosening the COVID-19 related restrictions 
in an effort to return to a new kind of normal for the time being.  

Other countries still face the first peak to occur or grapple with the 
apex of infections approaching.

No works ahead on the abandoned site

Can insurance treat an infected risk landscape?COVID-19 Special
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of proper treatment or cleaning 
will be advisable, though currently 
available information indicates that 
mere disinfection will suffice.

With the stakes being high, litigation 
is to some extent unavoidable. At the 
time of writing this there was also a 
suit filed in Louisiana (Cajun Conti, LLC, 
et. al. v. Certain Underwriters at Lloyd’s, 
London) which, despite arguing physical 
loss, also attempts to trigger a claim 
under a “civil authority” endorsement 
with several other proceedings against 
certain Lloyd’s syndicates and numerous 
other insurers already en route. Some 
widely used wordings in their list of 
exclusions also refer to “mould, mildew, 
fungus, spores or other microorgan-
ism” which is causing discussions as it is 
contested whether a virus is comprised 
by the term microorganism. There 
is a high dynamic which is further 
fueled by legal opinions like Pennsylva-
nia Supreme Court’s view (Friends of 
DeVito v. Wolf) that the pandemic is a 
natural disaster that triggers emergency 
executive authority and that the  
COVID-19 pandemic is indistinguish-
able from any other natural disaster 
that might trigger the proper exercise 
of emergency executive authority. 
Naturally, the legal background of the 
respective policies has to be factored 
in. Nonetheless, in particular with large 
construction projects, often the inter-
national perspective has a bearing and 
certain fundamental and recurring lines 
of argumentation emerge.

Many policies include specific language 
with regards to contamination and/
or pollution, such as a NBCR exclusion 

relating to nuclear, biological, chemical 
or radiological exposures which 
would often render, provided there is 
property damage – void.
As wordings may be open to interpre-
tation and legal scrutiny with open 
outcome in this respect is ongoing, 
insurers react cautiously with respect 
to any future placement (and partly 
also even ongoing covers), for instance 
by requiring the LMA5393 Com-
municable Disease Endorsement to 
be included, which refers to direct 
physical loss or physical damage being 
covered, “consequently” not covering 
loss, damage, claim, cost, expense or 
other sum directly or indirectly arising 
out of a communicable disease. 

With respect to clean up cost and 
pollution covers in project policies 
it again depends on the specific 
wording used. Project policies may 
contain the definition of conta- 
minants and pollutants including 
bacteria, fungi and virus. However, 
they often require damage as a 
trigger which leads back to the dis-
cussion outlined above.

Alteration in risk and  
extension of cover
Interruption of construction 
activity may materially affect the 
quality of the risk and hence also 
has a direct bearing on construc-
tion insurance contracts. 

We advise our clients to actively 
communicate about the state of 
construction. While exposures pre-
dominantly tied to construction 
activities (like third party liability or 

machinery breakdown) may actually 
become less likely, threats relating to 
arson, vandalism, theft and fire may 
increase in case of cessation of works. 
Companies may at the same time face 
completely new exposures not having 
been addressed before, such as 
Cyber threats via employees working 
remotely or with private devices.

Just like with construction contracts, 
the specific provisions in insurance 
contracts have to be scrutinized. 
Material changes in risk have to be 
reported to insurers. Omission to do 
so may lead to loss of insurance cover.

The still widespread Contractor’s All 
Risk concept of MunichRe contains 
cessation of work, whether total or 
partial, as general exclusion. In these 
basic cases, finding consent with the 
insurer is of urgent necessity.

Other wordings may automatically 
grant insurance cover for a certain 
period of time (ranging from several 
weeks to months). Such endorsements 

may form part of the main policy 
body or be explicitly called cessation 
of works or static risk cover and may 
also modify the perils insured against, 
as the risk profile is different during 
cessation. Even then, close attention 
should be paid to whether the insurer 
still has to be notified or not.

Whether the interruption has a 
bearing on the insurance premium 
due will depend on whether the 
insurer is entitled to require addi-
tional monies for the extension in 
period of cover as this will often be 
required and, on the other hand, 
whether such additional premium is 
justified on the basis of an materially 
altered risk. Though both aspects are 

closely linked together, there may 
be instances where insurers argue 
that the interruption was admissible 
as per policy terms with respect to 
an alteration of risk, but that for any 
extension for the period of cover an 
additional premium was to be paid. 
While the market has hardened its 
stance on this, this may coincide 
with a regulation often found in 
construction contracts that exten-
sions of e.g. three months would be 
insured at nil additional premium. 
Should an extension then be 
necessary of more than this duration 
it would then have to be assessed 
whether the language under the 
cessation of works cover would 
come in addition.

Despite from policy language obli-
gations may also be derived from 
(insurance) contract law. As such, 
it is of relevance on which the 
respective insurance has been 

concluded. Similar obligations may 
apply for insurance of plant and 
machinery as well as third party 
liability insurance. 

We recommend talking to your 
broker and liaising with the insurer 
in order to secure cover.

Safeguarding
First order of business is to 
ascertain that existing coverage 
remains effective, also in case of 
slow-down or interruption of works 
as, the “conventional” perils do not 
vanish. The following may serve 
as a general advice, though the 
measures to be taken will depend 
on the specific situation of the 
project as well as the regulations in 
the insurance policies:

 ▪ Advise your broker / insurer 
about any material change in risk, 
including cessation of works. If 
you are included as a co-insured or 
additional insured, ensure that the 
policyholder informs accordingly.

 ▪ Combustible materials & waste: 
All combustible building mate-
rials, waste and pallets to be re-
moved from site or safely stored.

 ▪ Site security: site security meas-
ures are to remain in place, e.g. 

access gates are locked, any 
scaffold alarms are set; regular 
security patrols and inspections, 
improve site hoarding and access 
gate security, CCTV operational 
and sufficient lighting.

 ▪ Valuable equipment: remove or 
secure any valuable machinery, 
building materials such as cop-
per cabling.

 ▪ Isolate any electrical systems 
where possible or relevant, while 
maintaining connectivity with se-
curity and fire protection systems.

 ▪ Continue to comply with any legal 
or safety requirements including 
inspections e.g. checking the roof 
for any loose material that could 
be a hazard in stormy conditions.

 ▪ Escape of water: consider draining 
down and isolating any temporary 
or permanent water supplies to 
the building.

 ▪ Secure open excavations and any 
ways used, on site and also near 
the site, being used by public, but 
being within your responsibility.

Can insurance treat an infected risk landscape?

Notification
Open communication will help adhering to policy conditions and obligations as well as agreeing on 
concrete measures where necessary.

Mitigation
The insured has to continue to mitigate risk and keep risk control measures.

Evidence
In case of a claim evidence on status and safekeeping on site will be necessary. Should an Advance Loss 
of Profit cover attach, evidence on the construction being on schedule and the causality of the property 
damage for the delay will be in focus.

The following three-step process shall serve 
as an overarching guidance:

1
2
3
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Marketable risk includes short-
term payable transactions with 
a maximum risk period of less 
than two years with contracting 
parties, in fact business of private 
credit insurers, within the 27 EU 
member states and in the nine 
other OECD countries Australia, 
Iceland, Japan, Canada, New 
Zealand, Norway, Switzerland, the 
United States of America and the 
United Kingdom.

Trade credit and its significance
The importance of trade credit 
as a sales promotion instrument 
has become an integral part of 
business life. The supplier delivers 
his goods or provides his service 
"on open account term", i.e. the 
customer does not have to pay 
the invoiced amount until after 
a certain period of time, so the 
supplier gives credit. 

The risk for the supplier results 
from the fact that the customer 
meets his payment obliga-
tions late, only partially or not 
at all. Many companies take out 
insurance against this risk with 
private credit insurers.

Companies are now becoming 
even stronger creditors, as many 
customers are already asking their 
suppliers for extensions of the 
payment terms. No or insufficient 
insurance cover confronts many 
companies with the alternative 

of insisting on advance payment 
or rejecting future orders. This 
not only threatens already tense 
supply chains, but would further 
intensify the downturn.

The pattern of payments by 
customers and extensions of 
payment terms play a significant 
role for every company, as the 
timely release of the capital tied up 
in receivables has a direct impact 
on its liquidity and profitability.

Lessons learned from the crisis
Due to the worldwide spread of 
the coronavirus, credit insurers 
are reacting to the changing risk 
environment by downgrading and 
reducing cover. Due to the crisis, 
they expect a drastic increase in 
corporate insolvencies and thus 
high losses and will therefore 
have to tighten their underwriting 
policy considerably.

The consultation of the EU Com-
mission also assumes that the 
capacities of private credit 
insurers will very soon no longer 
be sufficient for exports for all 
countries, but that at the same 
time the demand for credit 
insurance is likely to increase con-
siderably due to the crisis.

With a supplementary offer, the 
state insurer could remove a 
brake on economic development 
caused by the COVID-19 crisis. 
On the website of Austrian Oes-
terreichische Kontrollbank AG for 
instance there is information that 
talks with private credit insurers 
are already underway. The aim is 
to ensure that the private credit 
insurers continue to maintain their 

revolving cover in order to enable 
Austrian exporters to conduct new 
export business despite the current 
risk environment. 

There are many open questions in 
this respect:

 ▪ How can a contract, i.e. the co-
operation between private credit 
insurers and the state insurer be 
structured? 

 ▪ Will they accept an offer from the 
state insurer? 

 ▪ Can the technical preconditions 
necessary for this be implemen-
ted promptly so that the state in-
surer can provide supplementary 
cover to private credit insurers? 

 ▪ How is the pricing of the "state 
cover" for commercial credits 
structured?

 ▪  And many more questions.

The solution offered by the state 
insurer in the financial crisis 
2008/2009 could not meet our 
expectations at that time; many 
countries had better and above 
all faster solutions. We can only 
hope that the flexibility granted 
by the EU Commission for the 
state insurer to offer short-term 
export credit insurance will now 
be used more effectively to quickly 
eliminate the economic effects of 
the COVID-19 crisis.

The EU Commission has decided that "marketable" export credit risks 
may also be covered by state insurers on a temporary basis, initially 

until 31st of December 2020. 

On your mark, get set, go? 
Green light for marketable export credit risks

Lisbeth Lorenz
 Group Practice Leader
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Can insurance treat an infected risk landscape?

The demand for credit  
insurance is likely to  
increase considerably  
due to the crisis.
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Decisions and criminal activities 
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We are currently entering an unprecedented time of 
home working worldwide as businesses have taken 
decisions to enable social distancing. But what im-
plications does this have for a company with regards 
to both their crime insurance and the likelihood of a 
crime happening to them?

According to the latest PWC Global Economic Crime 
and Fraud Survey 47 % of businesses experienced 
fraud in the past 24 months. This can range from low 
level fraud to multi-million dollar frauds, but each one 
is a bitter experience for those involved. In our expe-
rience the majority of frauds against business that 
are covered by insurance happen due to the direct 
involvement or collaboration of a member of the 
company’s staff.

When crime insurance is requested the applica-
tion form has some very specific questions. This is to 
show the insurer the level of security that a company 
has around their stock and also their payment 
systems and bank accounts. It should always be 
remembered that these are taken as the minimum 
standards that are applied by the company when 
the insurer contemplates the terms and conditions 
of the policy. So if the company has stated that all 
payments involve dual signatures, then they will not 
pay out on an instance where only one person signed 
off on the payment.
 
Take care of electronical payments and  
fake president emails
So, the first thing to do is to ensure that the controls 
can stay in place, in the event most payments are elec-
tronic these days. So as long as the IT infrastructure 
is there to support home working these accounting 
systems should remain in place. There is great danger 
in moving to non-electronic systems as this opens 
the system to fraud and also introduces a feeling 
that things are not being watched. As the majority of 

A keyhole for financial crimes
Home working in COVID-19 times

frauds by staff originate from gambling, alcohol and 
drug problems, it is important that web security is 
maintained and blocks on sites such as gambling sites 
are maintained. Use of personal computers cannot be 
stopped, but keeping these sites off the work envi-
ronment usually produces clear results in terms of 
operational risk. 

Fake Presidents or Social Engineering Frauds are 
likely to increase. These are frauds where there is 
an impersonation of a senior member of staff who 
will make a call and demand the instant release of 
funds or a deal will fall through. These can be rather 
complex and may involve a long lead up of building 
trust (social engineering) or a hacking of the IT 
system to make it appear on phones or computers 
that the call or email is coming directly from the CFO 
or CEO. These can be rapid and devastating losses as 
they are almost always targeted in the range of one 
to five million EUR. With home working we would 
expect to see more and more attempts at this type of 
fraud as there will be the inability to “walk around” 
to see the senior member of staff to clarify as to 
whether the call was real or not.

Also physical security is important
In the event that physical security (the presence of 
security guards) becomes difficult, the insurance 
will expect you to take all necessary precautions in 
securing your stock, this will mean securing it to the 
highest level possible (ensuring alarms and locking 
systems are fully operational) and checking the sur-
rounding security is intact (fences have no holes etc.).

These are just some of the issues you may face, but 
with a good crime policy there will be protection 
should anything happen. The main thing is to not let 
your normal security measures slip due to the current 
dislocation of the workforce. 

Can insurance treat an infected risk landscape?COVID-19 Special

Directors and Officers (D&O) 
insurance is there to protect 
those in managerial positions 
from their personal liability for 
decisions made that could affect 
the business’ wellbeing. In normal 
times this is pretty straightfor-
ward and tends to be used as 
a legal expenses policy with a 
damages provision should the 
case go against the director or 
officer. However can it protect you 
during a crisis such as this?

What triggers D&O insurance?
The first thing to explore is 
whether there is any limitation to 
cover in the case of a pandemic 
or a COVID-19 elated shutdown. 
In the vast majority of cases 
D&O insurance does not carry 
an exclusion for natural catastro-
phe or any related events. The 
products are designed as liability 
products and as such do not tend 
to exclude disasters, as property 
policies do, as there would seem 
to be no direct link. Is this true?

To discover this we need to look at 
the trigger of the policy, this states 
that it will protect a director or 
officer (defined) against an accu-
sation of a “Wrongful Act” brought 
against them. 

Managerial decision in the spotlight?                                                                                 
Directors and Officers insurance and COVID-19     

In times of crisis the first insurance to mind is not always 
your financial liability lines, but this will have important 

implications in the longer term. Once the current crisis  
clears what protection do you have for your decisions  

during these difficult times? 

So how do we define a  
“Wrongful Act”? 
Generally a “Wrongful Act” will be 
defined in terms such as – “means 
any act, error, omission, mis-
statement, misleading statement, 
neglect, or breach of duty actually 
or allegedly committed, attempted 
or proposed to be committed by 
any Insured Person while acting in 
his or her capacity as an Insured 
Person of the Company”. As 
no exclusion is present for the 
COVID-19 or similar event then 
the key words we have here are 
crucially undefined – neglect or 
breach of duty. 

As these terms are undefined then 
we can interpret them within the 
law as we see fit (subject to legal 
advice of course). 

 ▪ Would closing too early and 
affecting the company’s profits 
be defined as a breach of duty 
to the shareholders? 

 ▪ Could closing too late and being 
cited in the newspapers as en-
dangering your staff be seen as 
neglect or breach of duty? 

 ▪ Could following all the relevant 
advice but being unable to set 

up a full working from home en-
vironment which affects profits 
be seen as neglect as disaster 
planning only worked on a one 
or two site basis?

Is there a flood of lawsuits  
after the crisis?
All of these questions and more will 
almost certainly be tested in our 
courts across Europe with varying 
results. What we do know is that there 
is no exclusion to stop this in general 
and the language would seem to show 
that the protection is there should a 
director or officer be directly sued 
as a result of the crisis. 

In the aftermath of the Global 
Financial Crisis, many law firms set 
up specialist teams who advised 
companies on how best to use 
their insurances, whilst others set 
up teams to encourage affected 
companies or people to sue for 
damages. I would not be surprised 
if this happens again when the crisis 
has died down.

Brian Alexander 
 Group Practice Leader
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Due to the current restrictions in 
public life, many companies will 
have to cease operations in whole or 
in part. Others are forced to adapt 
their work processes - whether 
online consultations, spontaneous 
mergers into trading platforms or 
simply switching to home office.

However, when employees are in the 
home office, it is regularly not possible 
to meet the usual security require-
ments. Especially if the company is not 
sufficiently prepared for a swift transi-
tion to working from home.

Crisis situations are regularly preyed 
upon by cyber criminals. Currently, 
everything focuses on the corona 
virus, not only in everyday life, but 
also in cybercrime.

Brno University Hospital – 
ransomware
On 13th of March 2020, hackers 
disrupted the operation of the Brno 
University Hospital in the Czech 
Republic. There is also one of the 
largest laboratories in the country, 
where tests for the coronavirus are 
currently being evaluated. The entire 
computer system had to be shut down 
and surgeries had to be cancelled. 
It will probably take weeks before 
hospital operations are fully restored.

The malware was a so-called ran-
somware. It is infiltrated into 
the computer system and data is 
encrypted. A ransom is demanded 
for the decryption. Ransomware 
usually occurs in waves and affects 
several companies simultaneously.

Recent ransomware waves have 
shown that hackers have gone to 
greater lengths, spending more time 
in the network of those affected, 
infecting larger areas of the IT infras-
tructure, gathering more information 

and also demanding higher ransom 
payments in line with the perfor-
mance of the blackmailed company. 
As a result, the hackers regularly 
cause more serious disruptions to 
business operations than was the 
case just a few years ago.

WHO safety measures - phishing
Phishing regularly attempts to obtain 
user login data by imitating a trust-
worthy entity such as a website, 
corporate identity or email senders 
and then using this data to loot the 
user's bank account. 
The WHO is currently warning that 
cyber criminals are posing as WHO 
in order to obtain sensitive informa-
tion and account data.

The WHO makes it clear that they
 ▪ never ask for user names or 

passwords to access security 
information,

 ▪ never sent attachments that were 
not requested,

 ▪ never send links for websites 
outside www.who.int,

 ▪ never charge costs for an appli-
cation, conference registration or 
hotel reservation and 

 ▪ never award prizes or grants, 
issues certificates or solicits dona-
tions by email.

Coronavirus map - pharming
Pharming is a subtype of phishing. 
The user is redirected to a fake 
website which then installs viruses or 
trojans on the user's computer. The 
aim is to obtain personal or financial 
information for identity theft. 

Currently, an interactive map of the 
spread of the coronavirus is used as 
a decoy. The malware is disguised as 
a "coronavirus map" and is sent by 
email or downloaded with a link. The 
map actually shows the coronavirus 
spread in real time. However, in the 

meantime, the computer is scanned 
in the background for passwords, 
browser history and cookies and 
keys for crypto currencies, credit 
card numbers, login data and other 
sensitive information are stolen.

The real interactive map is available 
on the official website of John 
Hopkins University.

FFP3 protective masks - scamming 
Scamming is classic fraud. The scams 
are generally not only common in 
the area of cybercrime. Facts are 
given in order to cheat the victims 
out of their pockets. A classic 
example are false promises of love 
and money, such as those of the 
"Nigeria Connection" with the now 
well-known promises of inheritance.

At present, more and more websites 
are being registered that offer scarce 
or regularly unavailable goods, such 
as FFP3 protective masks or coro-
navirus home tests. Pre-orders are 
often accepted here. In this way, the 
planned delivery date is moved into 
the future and the fraud scheme can 
be kept running as long as possible 
until a suspicion arises or more reports 
of online fraud appear on the net.

Cyber insurance covers risks 
associated with cyber attacks and 
data breaches. In addition to crisis 
support services such as IT services 
and forensics, it also covers business 
interruption losses, such as lost 
profits and ongoing costs. 

Corona, cyber and computer systems 
Cybercrime in the wake of the coronavirus 

Due to the current restrictions in 
public life, many companies will 
have to cease operations in whole or 
in part. Others are forced to adapt 
their work processes - whether 
online consultations, spontaneous 
mergers into trading platforms or 
simply switching to home office.

However, when employees are in the 
home office, it is regularly not possible 
to meet the usual security require-
ments. Especially if the company is not 
sufficiently prepared for a swift transi-
tion to working from home.

Crisis situations are regularly preyed 
upon by cyber criminals. Currently, 
everything focuses on the corona 
virus, not only in everyday life, but 
also in cybercrime.

Brno University Hospital – 
ransomware
On 13th of March 2020, hackers 
disrupted the operation of the Brno 
University Hospital in the Czech 
Republic. There is also one of the 
largest laboratories in the country, 
where tests for the coronavirus are 
currently being evaluated. The entire 
computer system had to be shut down 
and surgeries had to be cancelled. 
It will probably take weeks before 
hospital operations are fully restored.

The malware was a so-called ran-
somware. It is infiltrated into 
the computer system and data is 
encrypted. A ransom is demanded 
for the decryption. Ransomware 
usually occurs in waves and affects 
several companies simultaneously.

Recent ransomware waves have 
shown that hackers have gone to 
greater lengths, spending more time 
in the network of those affected, 
infecting larger areas of the IT infras-
tructure, gathering more information 

and also demanding higher ransom 
payments in line with the perfor-
mance of the blackmailed company. 
As a result, the hackers regularly 
cause more serious disruptions to 
business operations than was the 
case just a few years ago.

WHO safety measures - phishing
Phishing regularly attempts to obtain 
user login data by imitating a trust-
worthy entity such as a website, 
corporate identity or email senders 
and then using this data to loot the 
user's bank account. 
The WHO is currently warning that 
cyber criminals are posing as WHO 
in order to obtain sensitive informa-
tion and account data.

The WHO makes it clear that they
 ▪ never ask for user names or 

passwords to access security 
information,

 ▪ never sent attachments that were 
not requested,

 ▪ never send links for websites 
outside www.who.int,

 ▪ never charge costs for an appli-
cation, conference registration or 
hotel reservation and 

 ▪ never award prizes or grants, 
issues certificates or solicits dona-
tions by email.

Coronavirus map - pharming
Pharming is a subtype of phishing. 
The user is redirected to a fake 
website which then installs viruses or 
trojans on the user's computer. The 
aim is to obtain personal or financial 
information for identity theft. 

Currently, an interactive map of the 
spread of the coronavirus is used as 
a decoy. The malware is disguised as 
a "coronavirus map" and is sent by 
email or downloaded with a link. The 
map actually shows the coronavirus 
spread in real time. However, in the 

meantime, the computer is scanned 
in the background for passwords, 
browser history and cookies and 
keys for crypto currencies, credit 
card numbers, login data and other 
sensitive information are stolen.

The real interactive map is available 
on the official website of John 
Hopkins University.

FFP3 protective masks - scamming 
Scamming is classic fraud. The scams 
are generally not only common in 
the area of cybercrime. Facts are 
given in order to cheat the victims 
out of their pockets. A classic 
example are false promises of love 
and money, such as those of the 
"Nigeria Connection" with the now 
well-known promises of inheritance.

At present, more and more websites 
are being registered that offer scarce 
or regularly unavailable goods, such 
as FFP3 protective masks or coro-
navirus home tests. Pre-orders are 
often accepted here. In this way, the 
planned delivery date is moved into 
the future and the fraud scheme can 
be kept running as long as possible 
until a suspicion arises or more reports 
of online fraud appear on the net.

Cyber insurance covers risks 
associated with cyber attacks and 
data breaches. In addition to crisis 
support services such as IT services 
and forensics, it also covers business 
interruption losses, such as lost 
profits and ongoing costs. 

Corona, cyber and computer systems 
Cybercrime in the wake of the coronavirus 
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perature rises, extreme weather events occur more 
frequently. The occurrence rate and severity of these 
catastrophes are challenging the actuarial projec-
tions and leading to increasing pressure on worldwide 
reserve capacity in face of ensuing claims. 

Energy, power & mining insurance market update
As coal is the largest source of man-made CO2 emissions, 
this sector has become the primary focus of emission 
reduction policies in the EU. Consequently, activists have 
to focus their efforts on the financial services sector sup-
porting and enabling the coal sector activities. With 
increasing pressure insurers are now walking away from 
thermal coal. Since 2017, major insurers have joined the 
anti-coal movement and are eliminating the exposure to 
the sector from their books. 

In broader terms, we continue to see an adjust-
ment and tightening across the whole array of 
energy, power & mining insurance markets. Capacity 
withdrawals continue to put pressure on pricing 
especially for thermal coal. 

Companies such as Swiss Re, Axa, Berkshire Hathaway and 
Munich Re have all implemented internal regulations to 
completely withdraw capacity provided to new and existing 
clients. The green movement is not the only cause of new 
underwriting guidelines. The coal sector is an old industry 
with aging production installations and equipment that 
generated major claims within the last few years. With 
decaying assets and limited capital expenditure, insurers 
decision to leave the sector might help improve their eco-
logically friendly commitment and also their financials. The 
remaining insurers have seized the opportunity by these 

difficult market conditions to substantially increase rates 
and tightened policy terms and conditions.

During the past few years, insurers have engaged 
massive capacity in securing the construction phase 
of the new green grid throughout Europe. With coal 
power production share dropping and relentless push 
from activists, we can foresee capacities for this sector 
to be brought down to a minimum accompanied by an 
important increase in rates and hardening terms and 
conditions. As a direct consequence, many coal mining 
companies and coal energy producers are now left to 
self-ensure their entire operations.

The market for the renewable energy has also been 
hardening steadily. Main concerns are (still) low deduct-
ibles, hence the loss frequency, and exposures in CAT 
zones. It is recommended to focus on re-layering and 
restructuring the programs and increase the use of 
vertical placements. Renewals with clean loss record 
see 12.5 % - 15 % rate hikes despite the streamlined 
and timely-led negotiations. Deductibles remain stable 
(not increasing), but some fringe coverages such as 
embedded cyber, terrorism and construction are disap-
pearing from the policies.

Can insurance treat an infected risk landscape?

Whilst almost the entire popula-
tion is urged to stay at home, the 
businesses worldwide activate 
their crisis response plans or 
hastily put the missing pieces 
together in order to cope with loss 
of revenues and markets.

How is the coronavirus impacting 
the environment and the energy 
industry?
The economic downturn puts 
pressure on global oil prices forcing 
the OPEC to cut production. It also 
hurts natural gas producers, as the 
production demand is plummeting 
during a time with low prices.

On the upside, the areas most 
affected by the infections observe 
improvement to air quality and the 
nature recovers itself, as the green-
house gas emissions are decreasing 
from the industrialised nations.
But the mountains of waste (single 
use utensils and medical waste that 
hasn‘t been yet recycled) are stock-
piling and the environmental impact 
is yet to be determined.

Stalled airline emissions positively 
influence the air quality, but it can 

Wind of change                                                          

Today the world embraces struggle against the  
wide-spread novel virus dubbed COVID-19,  

which drives the global health and political systems  
as well as economies to their limits. 

prove deadly for the industry. There 
are 314 billion USD loss of passenger 
revenue worldwide, 25 million jobs 
at stake and a Q2 industry cash burn 
of 61 billion USD (Source: IATA).

Renewables and energy storage 
are central elements of the green 
deal; low oil prices may cause 
delaying investments into clean 
tech such as wind and solar. It has 
already disrupted supply chains 
throughout the energy industry, 
including the renewables. EU and 
the rest of the world have shifted 
the focus to battling the pandemic 
– climate change is no longer an 
emergency.

Photovoltaic sector is expected 
to be hardest hit by coronavirus 
because solar PV modules are chiefly 
manufactured in China, which (tem-
porarily) shut down factories to 
contain the spread of the infection.

Energy security and the critical infra-
structure resilience has been the least 
discussed topic amidst the horrific 
reports we are receiving on daily 
basis. However, it is obvious that it is 
one of the most crucial elements in 

defeating the outbreak and minimis-
ing the damage to businesses.

Luckily, disaster planning is embedded 
in the DNA of the power and utility 
companies, which regularly deal with 
adverse events such as hurricanes, 
earthquakes, cyber attacks and other 
disruptions that threaten to disable 
critical infrastructure.

The true impact of the pandemic 
will not be felt until the end of 
2020 and early 2021. Not only 
should we expect rising number 
of claims throughout the year, but 
also the insured values are likely 
to drop (due to loss of profit), 
which will result in sharp decrease 
of gross written premiums 
globally (premium for business 
interruption insurance is usually 
calculated as a product of annual 
gross profit) and, hence, in deteri-
oration of combined ratio.

Not to forget that global warming 
is still a key concern for the 
insurance sector, as seen by the 
growing number of catastrophic 
events and historical highs of total 
losses. As the world average tem-

Yearly financial institutions  
adopting anti - coal policies

Coal Vs. Renewable energy production
in Europe
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Work today happens online for 
many of us. Most of the profes-
sional communication with clients, 
partners and colleagues takes 
place over the internet using new 
platforms and services. Working 
at the distance means both the 
company and the employee who 
work from home have to pay more 
attention on the cyber security and 
data protection. 

Cyber security is key
An insecure internet connection 
at home can trigger a large-scale 
attack on the company's computer 
network. Children may use the 
computer while homeschooling and 
they may not have sufficient cyber 
awareness. Lately vulnerabilities 
were found in apps and communica-
tion platforms used for learning and 
video conferencing. For example, a 
number of security issues have been 
identified with the popular Zoom 
app. The application left thousands 
of video calls publicly available 
on the web. Also, there are many 
phishing pages that mimic Zoom 
links collecting user data.

Cybercriminals use people's interest 
in and fear of the coronavirus for 
phishing data and spreading malware. 
For example, visiting maps or pages 
to look for information about the 
coronavirus could easily place a virus 
or malware on your computer.

Lately there has also been an 
increase of payroll fraud: in this case, 
a cybercriminal pretends to be an 
employee and asks someone from 
the HR or accounting department of 
the employer to transfer the employ-
ee’s salary to a new account from 
the next month onwards. As a con-
sequence of a difference of only one 

COVID-19 increases the possibility of becoming  
a victim of cybercrime

How the coronavirus challenges  
your cyber security 

letter in the email address or the 
name of the employee, the money 
reaches the cybercriminal instead of 
the employee.

Many companies have never calculated 
possible damages caused by cyber-at-
tacks or data leaks nor have they taken 
the appropriate steps to mitigate 
related risks. Many cyber events can 
be prevented by raising awareness 
through proper cyber hygiene 
trainings while possible resulting 
financial losses can be insured with 
reasonable effort and cost. 

Insurance solutions against  
cyber attacks
Cyber insurances are designed 
to protect a company against the 
potentially devastating effects of 
cybercrimes such as malware, ran-
somware, distributed denial-of-service 
(DDoS) attacks or data breaches. Most 
cyber insurances cover a broad range 
of cyber risk losses. 

Here are the main items that 
are typically covered by cyber 
insurance policies

 ▪ Restoration of damaged data and 
software destructed by forms of 
malware (such as viruses, spywa-
re, worms, etc.)

 ▪ Extortion losses (ransomware)
 ▪ Setting up a temporary envi-

ronment so your company can 
continue to operate

 ▪ Business interruptions that resul-
ted directly from a cyber-attack 
(such as DDoS attacks)

 ▪ Legal expenses and fees
 ▪ Legal liability in case of a claim 

resulting from a cyber-event
 ▪ Costs for notifying employees 

and the public
 ▪ Costs associated with reputatio-

nal damages

While these coverages are usually 
only to the benefit of the company, 
some cyber insurance policies 
also include employees as insured 
persons. With the COVID-19 crisis 
and the increase of teleworkers who 
currently use private computers and 
smartphones in their daily business 
life, this additional coverage 
becomes more important than ever. 

However, a prerequisite for such 
an additional coverage for the 
employees is that compliance with 
an IT security and data protection 
level comparable to the one of the 
employer must also be ensured 
when working from home. In the 
current, very exceptional situation, 
companies should therefore be 
reluctant to accept compromises 
when it comes to IT security and 
data protection matters in home 
office setups.

As a specialized insurance 
broker, GrECo offers an insurance 
solution that not only protects the 
company's cyber risks, but also 
includes teleworkers and their 
private computers and smart-
phones. Especially in current times, 
it is of particular concern to us that 
the closing process can be carried 
out electronically in an uncompli-
cated manner.
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Expat medical insurance
Employers and expats now require 
detailed and comprehensive infor-
mation on the following:

1. Which measures and restrictions 
were issued/are expected to be 
issued by local authorities in the 
country of expatriation?

2. Which measures are already in 
force in one’s home country or 
have been scheduled and announ-
ced as such?

3. What applies regarding medical 
aid in case one becomes infected 
with the coronavirus in the count-
ry of expatriation?

The well-being of expats is a top 
priority. It is the employer’s duty of 
care to protect the health, safety 
and welfare of employees.

If the employer and expat unan-
imously agree to extend the stay 
in the country of expatriation, the 
following should urgently be deter-

mined: can medical treatment be 
provided according to “western 
standards” and are there enough 
and adequate capacities? We also 
recommend clients to seek and 
include the advice of labour law 
experts in their decision-making.

What to do in case of an infection 
with the coronavirus?
If an expat in the country of expa-
triation experiences symptoms such 
as fever, cough and shortness of 
breath, he/she should first contact 

Recommendations or restrictions issued by authorities today may no 
longer apply tomorrow. Passenger flights and traffic across Europe 

and beyond its borders may soon completely be closed off.

Top priority: employees  
Update regarding expats and business travel insurance

the insurer’s 24/7 hotline to discuss 
the symptoms and the best way 
forward. In case of a suspected 
infection, medical treatment may 
in some cases be limited to only a 
few hospitals, even if the expat’s 
insurance cover provides for free 
choice of hospitals. The 24/7 hotline 
will inform the expat of suitable 
hospitals. Most insurers will cover 
the costs of the medical treatment.

If, in the event of falling ill, the con-
sultation with the 24/7 hotline 
establishes that medical treatment 
in the country of expatriation is 
insufficient, the return transport to 
the expat’s home country will, in 
principle, be provided for – just like 
in any other cases of sickness. At 
that point in time, however, the local 
government may officially prohibit 
such an international transport and 
insist on medical treatment in the 
country of expatriation. It follows 
that many hospitals will increasingly 
grapple with capacities.

Not every country’s government 
takes swift enough action to contain 
and reduce the coronavirus from 
spreading. Due to the exponential 
increase in the number of people 
infected, the demand for medical 
treatment in hospitals increases 
as well. Please note that hospitals 
in different countries of expatria-
tion may have an insufficient bed 
capacity, like the ones in Italy.

Once the expat has returned home, 
the duration of a stay in the home 
country as a result of the coro-
navirus may be longer than the 
maximum time span provided 
for by the insurance rate outside 
the country of expatriation. In 
such an event, the insurer should 
be contacted in order to clarify 

whether coverage can be extended 
to this area as well. 

Business travel insurance
The Business travel insurance covers 
acute illnesses. In the event of an 
infection with the coronavirus while 
travelling abroad, the following 
special regulations shall apply:

The most recent information from 
the European Travel Insurance reads 
as follows: Still permitted travels to 
countries with a safety and/or travel 
warning – because the travel being 
part of a system relevant activity – are 
insured. Any other travels undertaken 
now are currently not insured. 

Chubb points out that the insurance 
only provides cover for a sudden or 
unforeseen sickness. Chubb also rec-
ommends desisting from travelling 
to regions or countries for which a 
travel warning has been issued as a 
result of COVID-19. 

The same applies for travels that 
were undertaken prior to a travel 
warning having been published. 

A general statement as to whether 
coverage exists for travels to regions 
with a valid travel warning has not 
been issued. In the event of a claim, 
the insurance will assess if the illness 
due to an infection with the corona-
virus, despite information thereto 
being available before/at the time 
of departure, can be classified as a 
sudden or unforeseen event or if 
this could have been assumed at the 
time of departure.

AIG did not provide an explicit 
statement as to whether coverage 
exists in case of an illness due to an 
infection with the coronavirus while 
being abroad. One may, however, 
assume the same principle: if trav-
elling to or continuing travelling in 
a region that is at risk, the insurer 
may define this as gross negligent 
conduct. This may lead to an 
insurance benefit being reduced or 
even refused. 

All business travel insurers include 
the medical return transport in 
their coverage. Due to the current 

increase in demand, there may be 
waiting times. Furthermore, gov-
ernment measures may officially 
prohibit a departure and insist on 
medical treatment in their country. 

Therefore, there is no insurance 
cover if, despite travel safety infor-
mation having been issued by the 
authorities, a travel abroad is being 
undertaken now. For this reason – 
and the employer’s duty of care to 
protect the health, safety and welfare 
of employees – no business travels 
should currently be undertaken.

Every country takes the measures 
it deems fit to contain and reduce 
infections with the coronavirus 
from spreading. In the event of an 
entire country being quarantined, it 
will be impossible to return to one’s 
home country. 

Most of the European governments 
have defined and implemented sets 
of measures at an early stage. It is 
expected that the number of coro-
navirus infected cases can soon be 
levelled off.

Despite adhering to “social 
distancing” at the time of the crisis, 
the responsible conduct between 
employer and employee, and 
treating each other with respect, will 
be the real sign of greatness.

If there is no sickness (yet), 
there is no insurance claim 
and therefore the insurer 
will not provide for return 
transport. Cost incurred as 
a result of an order issued by 
authorities are not insured. 

Business travel insurance 
only provides cover for 
a sudden or unforeseen 
sickness.  

Can insurance treat an infected risk landscape?



April  2020    I     3534     I    Spotlight

GrECo JLT Specialty 
Financial Institutions
Finanzinstitute sind zahlreichen Risiken ausgesetzt, die auch 
existenzbedrohend werden können. GrECo JLT informiert über 
die Financial Lines - versicherbare Risiken für Banken. 

GrECo Health & Benefits  
Consulting - a win-win  
situation for all!
GrECo analyses your needs and develops individual or
collective provision models. We organise and accompany
the internal decision-making process with our
ongoing technical input.
 
www.greco.services



April  2020    I     3736     I    Spotlight

Despite the fact that we all have 
to stay at home for health purpos-
es we need to keep the business 
running. It is perfectly natural that 
we never stop servicing our clients 
even being away for vacations but 
now we face a need to be constant-
ly self-isolated to stop the spread of 
the virus. This brings some new life 
and work style features to our lives. 
The following tips are about to help 
and highlight some points on how 
to manage these new conditions 
and not lose the optimism and busi-
ness efficiency. 

Workplace
Make sure your remote work-

place corresponds to the following 
requirements:

 ▪ It is ergonomically well organized – 
meaning you are comfortable to ope-
rate from it the entire business day.

 ▪ Make sure your chair is ergonomical-
ly well designed for long haul sitting. 
It is a good option to change your 
working position between standing 
and sitting at least once in an hour 
to keep your back healthy. 

 ▪ There are all resources needed (no-
tebook, internet access, cell phone 
or a printer) available at hand.

 ▪ The workplace is well lightened – 
the brighter the safer to your vision 

- and well ventilated and aired.
 ▪ Take a break at least every one hour 

for 3-5 minutes for simple exercising, 
i.e. walk around the room or take a 
coffee or a tea break.

Wellbeing
 ▪ Keep your activity at a high level 

and keep the balance of a new 
workstyle.

 ▪ If possible keep your sport activity. 
Workout at home is possible and 
useful for the immune system.

 ▪ Clearly define your working spa-
ce. Many of us are on quarantine 
at home with wife, kids, maybe 
even parents. It is very important 

It is clear now that the pandemic COVID-19 will last for a while and 
most of us are now experiencing a new work format - remote working

When the office stays at home  
Remote working - a new format of business activity
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to define work and life space. It 
will help you to avoid unnecessary 
emotional issues. 

 ▪ Use your free time for self-develo-
pment and education. Numerous 
amount of online courses and 
trainings are available on the web. 

Working hours
 ▪ Define your working hours, e.g. da-

ily start at 08:00 am and not every 
day differently. Try to keep these 
times within a certain flexibility. 
Make sure that you can work as 
undisturbed as possible during this 
time. Coordinate your team accor-
dingly and consider times that you 
may have to spend on childcare. 

 ▪ Take your usual breaks and use 
them to stay in touch with your 
colleagues, e.g. in a What's App 
group or a short phone call. 

 ▪ “Check-in” with your team 
colleagues when you start work 
and “check-out”, when you finish 
work for the day - this way you 
will stay connected! 

Communication 
 ▪ Coordinate the upcoming / plan-

ned activities within your team. 
 ▪ Use a regular team meeting via 

video or telephone conference. 
 ▪ Make sure that you stick to ope-

rational topics in team meetings. 
You may want to discuss private 
matters during the jointly organi-
zed breaks. 

 ▪ In the team, determine the channels 
of communication with clients. 

 ▪ Create a fixed schedule for the 
virtual meetings and prepare a 
short agenda for each meeting. 
Go through the individual points 
in a disciplined manner. 

 ▪ Use this online meeting resource 
with consideration; IT connections 
are currently working at full capacity. 

IT security and data protection 
 ▪ While working from home you 

should pay special attention to the 
instructions and recommendati-
ons of your IT administrator. 

 ▪ Contact the IT administrator 

rather once too often, if you are 
unsure whether about opening or 
downloading a file, for example. 

 ▪ Observe all GDPR requirements 
and treat personal data with the 
utmost care, especially if you sha-
re your screen in a virtual commu-
nication or collaboration tool. 

Good self-discipline and self-organi-
zation will get you through your daily 
work routine in your home office, thus 
creating a healthy balance between 
work and private life in your home. 

#westayathome
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At present, insurance cover for business interruption due 
to the coronavirus is only available in very few cases: 
in the past, so-called epidemic business interruption or 
business shutdown insurances with relatively low sums 
insured were offered primarily for sectors such as the 
tourism and food industry. The "insured perils" varied 
significantly and were usually also poorly worded. 

As a result, there are now a number of problems in 
the settlement of claims, as some coverage issues are 
unclear or are interpreted by insurers to the disadvan-
tage of the policyholders. 

At the same time it remains to be seen whether this type 
of additional cover will continue to be available in the 
future. At the moment, the markets seem to be more 
concerned with limiting the potential extent of damage 
caused by the current crisis - the insurance industry is 
not even focusing on designing new products for future 
epidemics, although the demand for such solutions is of 
course particularly high right now.

International parametric covers as a solution?
Special parametric covers are currently being developed 
in the global insurance market to cover epidemic risks. 
However, our discussions with insurers and reinsurers 
have shown that specific solutions are not yet available. 
Our international GrECo nova broker partners made the 
same experiences and confirmed to us that all new ideas 
and concepts could not be successfully implemented so 

far, mainly because the calculated premiums would not 
be acceptable for the clients. 

Would pandemic pool solutions be the answer?
There is a general fear in the insurance industry that in 
the event of a pandemic - similar to the one currently 
prevailing - the insured losses could reach a magnitude 
which could no longer be financed by the premium 
income and thus put an entire industry at risk of 
sliding into insolvency. Perhaps only state-supported 
pool solutions, such as those set up years ago in some 
countries for terrorism risks and natural catastrophes, 
could make future insurance solutions possible here?

At present, it is therefore practically impossible to buy 
appropriate insurance cover for loss of earnings due to 
pandemics, and for the time being it can only be hoped 
that the insurance industry will offer suitable products 
for future epidemics in good time. To this end, we 
closely monitor further developments on the national 
and international markets and keep you informed about 
new innovations.
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Looking ahead to an uncertain future  
Business interruption insurance for epidemics

At present, insurance cover for business interruption due 
to the coronavirus is only available in very few cases: 
in the past, so-called epidemic business interruption or 
business shutdown insurances with relatively low sums 
insured were offered primarily for sectors such as the 
tourism and food industry. The "insured perils" varied 
significantly and were usually also poorly worded. 

As a result, there are now a number of problems in 
the settlement of claims, as some coverage issues are 
unclear or are interpreted by insurers to the disadvan-
tage of the policyholders. 

At the same time it remains to be seen whether this 
type of additional cover will continue to be available 
in the future. At the moment, the markets seem to be 
more concerned with limiting the potential extent of 
damage caused by the current crisis - the insurance 
industry is not even focusing on designing new products 
for future epidemics, although the demand for such 
solutions is of course particularly high right now.

International parametric covers as a solution?
Special parametric covers are currently being developed 
in the global insurance market to cover epidemic risks. 
However, our discussions with insurers and reinsurers 
have shown that specific solutions are not yet available. 
Our international GrECo nova broker partners made the 
same experiences and confirmed to us that all new ideas 
and concepts could not be successfully implemented so 
far, mainly because the calculated premiums would not 
be acceptable for the clients. 

Would pandemic pool solutions be the answer?
There is a general fear in the insurance industry that in 
the event of a pandemic - similar to the one currently 

prevailing - the insured losses could reach a magnitude 
which could no longer be financed by the premium 
income and thus put an entire industry at risk of 
sliding into insolvency. Perhaps only state-supported 
pool solutions, such as those set up years ago in some 
countries for terrorism risks and natural catastrophes, 
could make future insurance solutions possible here?

Hybrid models
First attempts have also been started in hybrid models 
of combining insurance with contingent capital as a 
blend of risk transfer and liquidity. However, it will defi-
nitely take some more time to develop this out in more 
detail, for the time being it´s risk transfer only – either 
indemnity or parametric.

Based on demand, prioritized industry classes are hospital-
ity/tourism, manufacturing, retail/wholesale and mining. 
Other industries would be looked at in the coming months.

At present, it is therefore practically impossible to buy 
appropriate insurance cover for loss of earnings due to 
pandemics, and for the time being it can only be hoped that 
the insurance industry will offer suitable products for future 
epidemics in good time. To this end, we closely monitor 
further developments on the national and international 
markets and keep you informed about new innovations.
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Risk management  
in turbulent times

Where will the COVID-19 crisis take us?

The COVID-19 crisis has changed our business lives  
dramatically. Part of business has been forced to close down  
or faces a dramatic decline in sales for a prolonged time. Others  
though have been able to adopt to the new reality  and have 
their staff work from home. Some even flourish with  delivery 

services for all those bound to their homes. 
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Though risk management aims at 
supporting the resilience of private 
and public business operations, 
making them more robust and able 
to absorb unforeseen negative 
impacts on their core business 
objectives, in a manner that ensures 
continuity, the ability to generate 
value (product or services) and 
profits (cost efficiency for public 
sector), two main questions concern 
risk management, regarding the 
ability to foresee crises and in 
respect of what should come next? 

Is risk management able to help us 
foresee crises such as the present one?
Although the first signs of a looming 
crisis reached us late December 
(mysterious disease in China, 
chartered cargo planes transport-
ing overnight arranged medical 
equipment to China with hastily 
arranged landing rights), the first 
lockdown in January in China of over 
11 million people, the declaration 
of the state of emergency in Italy 
on 30th of January, the first illness 
cases in Austrian ski resorts, most 
of us were not aware that we were 
already amidst a “perfect storm”. 

COVID-19 is a textbook sample of a 
"Black Swan" event. An unpredicta-
ble event beyond what is normally 
expected of a situation with poten-
tially severe consequences. Black 

swan events are characterized 
by their extreme rarity (which 
COVID-19 is for Western Europe, 
as both SARS and MERS pandemics 
passed by with relatively minor 
impact), their severe impact 
(European economies will face the 
largest decline since the big crisis in 
the 1920’ies) and the widespread 
insistence in hindsight that they had 
been obviously foreseeable. 

Many of us will claim that given 
the above-mentioned initial signs 
the COVID-19 crisis should have 
been predictable. The catastrophic 
damage that is developing now to 
our economies (and the unforeseen 
impact it will have on our society for 
years to come) cannot be predicted 
but can only be prepared for by 
building robust systems for both 
private and public sector. 

The risk management function 
therefore remains: making our 
business processes robust, enhancing 
the ability to adopt for the unfore-

seen that will happen, and ensuring 
we secure the key objectives: con-
tinuity, growth (after decline) and 
profitability (in the future).

What should be expected from risk 
management from now on?
How our next 16 months will look 
like will define the core objectives 
of risk management for the near 
future. Though many governments 
took different measures each to get 
back control on the spread of the 
pandemic, overall a general pattern is 
unfolding throughout Europe. 

The theory on herd immunity 
(adopted initially by the Netherlands 
and the United Kingdom) seems to 
be abandoned due to the relative low 
infection rate of the entire population 
(1-3 %) and the fact that it assumes 
the virus will not mutate (which is 
highly questionable). 

The present lockdown measures 
are part of the suppression strategy 
that applies hard measures (adopted 
by France, Italy, Spain, several CEE 
countries) ordering heavy social dis-
tancing to get control over the 
spread. In more and more countries 
this seems to have effect (Austria, 
Germany etc.), where no incremen-
tal growth of new COVID-19 cases are 
being reported. This means we are in 
a state of stable new cases but we will, 
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Where will the COVID-19 crisis take us?

until a cure is found, face also a stable 
death rate above the normal mortality. 

The questions all governments are 
struggling with is: what next? What 
will be the measures that can be 
lifted, and how to control? Several 
countries reopen primary and 
secondary schools, Austria allows 
reopening small stores, etc. It seems 
like the period of hard measures 
(The Hammer) is now followed by 
a period of softer measures (The 
Dance). The question remains: how 
long will we be able to enjoy the 
periods of freedom, during which we 
can pick up our businesses?

In the figure on the left the Hammer 
and the Dance suppression strategy 
is illustrated.

The discussion on tracing and 
tracking apps supporting govern-
ments to monitor the reproduction 
rate of the virus and allow less restric-
tive measures as long as the infection 
rate remains below one (the dance), 
illustrates that these periods may end 
and be followed by more restrictive 
measures up to regional or national 
lockdowns (the hammer). 

What we know for sure, measures 
and restrictions hampering our 
business will come back, but we do 

not know when and for how long. 
Another consideration is that in case 
measures are lifted, can we exclude 
a second wave? Though the initial 
signs from Asia are hopeful but 
highly uncertain.

We are now aware of COVID-19 as 
we were always already aware of the 
“known” risks as property damage, 
business interruption, liability, 
etc.  But are we resilient enough to 
withstand the unforeseen moment 
of impact, and will we be able to 
secure business continuity, profit-
ability and the ability to grow in a 
“new reality”?

Therefore, evaluating the exposures 
your business operations face should 
be a continuous process taking into 
account the hard lessons learned. 
The impact of the present pandemic 
is far reaching. Other unknown 
reasons could have a likewise 
impact. Though we cannot predict 
the black swan events, we can test 
our ability to withstand them. 

What to do next with risk  
management
Though risk management is not the 
panacea for COVID-19 or the next 
black swan event, it can make our 
business more resilient and robust. 
The present crisis already illustrated 

that businesses that had sufficient 
reserves (financial, human capital, 
technology/IT, etc.) to allow swift, 
efficient and effective adaptation to 
the new reality are the winners of 
tomorrow. 

How well is risk management 
developed in your organization? It 
does not always need to be a formal-
ized function as this depends on the 
size and the nature of your business. 
However, the ability to anticipate 
is being proven as crucial for any 
business to survive the next year. 

The latest IMF forecast predicts that 
EU countries on average will face a 
7.5 % decline of their economies. 
Though many governments provide 
short term release (tax delays, etc.) 
the consequences of this decline will 
not pass by without impact. 

Some of the questions with which 
our risk management experts are 
able to help you get better insight 
in your risk exposures and help you 
tailor a balanced solution to secure 
your business interest. 

Source: T Pueyo, www.medium.com, The hammer and the dance

 ▪ In case your risk management strategy is insurance 
driven, review of possible alternatives outside traditi-
onal insurance coverages may be an option. 

 ▪ What precaution measures should be in place? 

 ▪ How will your clients, customers, the recipients of 
your products be impacted?

Are we prepared?  

 ▪ Business continuity, your dependency on your supply 
lines, how can your suppliers impact your business, 
your employees, and your clients? 

 ▪ How to limit your legal liability exposure as a business? 

 ▪ How to protect your employees? 

Overall most business 
operations faced unprece-
dented impacts for which 
the future outlooks remain 
highly uncertain. 

GrECo can help with supporting to enhance your risk management within your organization.

COVID-19 Special
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HÖH: How long have employees 
been in the home office (at Jiang Tai 
and at your clients)?
 
CHEUNG: Until 18th of March. 
After this date Jiang Tai headquar-
ters started to allow all of the staff to 
go back to the office. For employees 
who just returned to Beijing, the rule 
is that they have to stay at home for 
a 14 days-quarantine and they have 
to adhere to the government regu-
lations.  The branches all over China 
are following the same practice, 
except in certain exceptional cases or 
in provinces like Wuhan.
 
HÖH: Are there still travel restric-
tions in place? Are there differences 
in the various provinces?
 
CHEUNG: People are advised to 
stay at home, go out for dining less, 
reduce gatherings and meetings 
principally. These guidelines 
basically cover the whole country.
 
 BANOVAC: How are the big indus-
trial areas/provinces and major 
cities doing today?
 
CHEUNG: Hubei was locked down 
on 23rd of January, just one day 
before the Chinese lunar New Year 
Eve and until the end of February 
almost all business activities of 

undergo a quick temperature 
test, register their names and 
also register through a mobile-
phone application which can 
trace your whereabouts (country 
and cities etc.) in the past 14 to 
30 days.  People must wear masks 
in the office and/or the plants/
sites. Everybody is called upon to 
show the necessary self-discipline 
as well. Now, the only exception 
are schools. Students are still 
staying at home attending classes 
online. It seems possible that 
schools will be reopened before 
1st of May.
    
BANOVAC: Which industries 
have been affected most by the 
COVID-19 crisis? Can the economic 
impact already be estimated?
 
CHEUNG: Sectors such as tourism, 
catering/gastronomy, entertain-
ments, hotels or airlines are the 
most affected ones. The effects 
of COVID-19 are unprecedented, 
yet disastrous not only to the 
Chinese economy, but to the whole 
world. Even Nobel Prize winners 
can hardly tell today how big the 
effects will be in the end.
 
HÖH: Does JT already see an impact 
on the profit & loss account? How 
are JT's clients doing today? 

Two months ahead  
COVID-19 from the perspective of the  
Chinese GrECo nova partner Jiang Tai

 
Ante Banovac and Jonathan Höh from the global  

specialist insurance broking network GrECo nova spoke 
with Raymond Cheung, General Manager Internatio-

nal Department at Jiang Tai Insurance Brokers Co. (JT) 
about the impact of COVID-19 on the Chinese industry, 
consequences for the insurance management and how 
the people in China are returning to their normal lives.

the whole country were halted. 
Starting from March and until 
now, the government started to 
advocate and take single steps 
towards the two objectives "res-
toration & recovery", i.e. to 
restore the production (people 
going back to the working place) 
and to restore the productivity 
of the industries. The govern-
ment is determined to catch up 
the economic growth rate of 6-7% 
annually. The government's opinion 
is that this is not impossible, 
though it will be only known for 
sure by the end of the year.
 
BANOVAC: Have employees started 
returning to their offices/production 
facilities? Which safety measures 
are in place at the offices/produc-
tion facilities? Is wearing masks 
mandatory everywhere?
 
CHEUNG: According to the sta-
tistics of various sources, 
basically the rate of returning 
employees is over 90% today. In 
office buildings or manufactur-
ing plants, designated sanitation 
workers are assigned to clean 
public areas, including elevators, 
buttons, door knobs of each 
floor on a regular, daily basis. 
When you are entering the office 
building or factory, staff have to 
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CHEUNG: JT headquarters and 
senior management had called up 
company-wide meetings emphasiz-
ing that everybody needs to work 
hard and harder to maintain our 
existing business. At the same time, 
we are also encouraged to seize the 
chance of the coronavirus incident 
to promote new products, such as 
health products etc. For our clients 
who are involved in the Belt and 
Road Initiative (BRI), they stopped 
international travel, because of 
internal regulations. Their con-
struction sites might be influenced 
by the crisis, depending on the 
situation of the specific country. 
Nowadays they and ourselves 
started using conference call apps 
more frequently and creatively 
than ever before.
 
BANOVAC: Do clients still pay their 
premiums? Are renewals progress-
ing as planned, or do you perceive 
changes? Are new sales still pro-
gressing or stalling?
 
CHEUNG: Regarding existing 
business, it is still working properly. 
Insurance is necessary for our clients 
and their projects, though clients 
might ask for more discounts. For 
our department, we are still working 
with our best efforts by keeping the 
correspondence with our clients by 
all means. It doesn't matter if we are 
speaking about existing clients or 
potential new ones. 
    
BANOVAC: Did some companies 
or industries send their workforce 
to temporary work with salary 
reductions? Or are there even sig-
nificant lay-offs?
 
CHEUNG: The government is reiter-
ating the importance of production, 
productivity and economic stability. 
Private companies and especially 
small to medium sized companies are 
facing a tougher time, but the gov-
ernment is formulating many policies 
to assist them to overcome the 
crisis, including non-interest loans, 
subsidies, free rental periods etc.

HÖH: If production has stopped 
in some industries, is it now being 
restarted again?

CHEUNG: Like mentioned, almost 
90 % of the industries have already 
been restarted.
 
HÖH: Is transportation picking up 
again? Are international supply 
chains which had been interrupted 
already re-established again? Are 
the major Chinese ports operating?
 
CHEUNG: Key transportation and 
ports, they have restarted their 
activities. For aviation, it is a global 
issue obviously, as the whole world 
cancelled many flights. The gov-
ernment needs to make up for 
the stalling economic growth as 
explained earlier, so they have to 
safeguard the import-export sectors.
 
BANOVAC: Do you observe that 
digitally strong companies are 
having advantages? How are 
customers changing their consump-
tion behaviour?
 
CHEUNG: Because of the popula-
tion size and space of the country, 
digital companies have always been 
popular and it's becoming more 
popular at this stage. During this 
critical period, people relied on 
those companies and their apps to 
purchase their daily products etc.
    
HÖH: We see that citizens are 
using an app which helps to identify 
movements and personal interac-
tions of individuals and that QR 
codes are used for access to certain 
areas. How does this work and does 
it help? How big is the fear of a 
potential second wave of COVID-19 
infections in the population?
    
CHEUNG: You just need to use 
your mobile phone to scan the QR 
codes which are shown in many 
public places, offices, factories, 
restaurants, hotels etc. Then, you 
dial in your mobile phone number 
and you receive a so called verifi-
cation code, a randomly generated 
four digits number. Once you 
enter this verification code, you 
will receive a confirmation imme-
diately, which will indicate if you 
have been visiting other cities. This 
is possible through the tracking 
records of your mobile phone in 

the telecom company, which are 
used as proof.

The government keeps alerting 
citizens to adhere to the guide-
lines of hygiene, washing hands, 
wearing masks, going out less, 
gather less, keeping distance - 
minimum one meter is a norm 
now, and so on. We believe the 
campaign will last for the whole 
year 2020 at least. Besides of 
keeping a close eye on the cases 
of COVID-19 in the country, 
people are also watching develop-
ments around the globe. The 
population doesn't pay particular 
interest to whether the WHO has 
issued any warning or research on 
forecasting of a potential second 
infection wave. People are more 
concerned with the progress of 
medical studies and launch of new 
treatment options, medicines  
or vaccination.

About Jiang Tai:
Jiang Tai was founded in 2000 and was 
the first insurance broker authorised by 
the China Insurance Regulatory Com-
mission. Today, Jiang Tai is the leading 
industrial insurance broker and consul-
tant in China with more than 3,500 em-
ployees in over 140 offices nationwide.
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GrECo activated COVID-19 Pandemic Prevention &  
Response Plan

The health of our employees is our 
highest priority.  Due to the sig-
nificant increase of coronavirus 
infections within Europe, the GrECo 
Group activated its internal pan-
demic prevention and response plan.

In general, this plan includes four 
phases, starting from

1. preventive actions including the 
definition of roles and responsibil-
ities as well as the determination 
of core operational functions in 
case of a pandemic outbreak, 

2. preparation measures and test-
ing of planned emergency pro-
cedures such as teleworking, the 
allocation of relevant resources 
and equipment or the adoption 
of travel policies,

3. adequate response based on a 
continuous assessment of the 
actual situation including the 
execution of official directives such 
as the minimization of personal 
contacts, activation of teleworking 
or an appropriate internal and 

external communication policy

4. and a recovery procedure to return 
the organization back to normal 
operations after the emergency 
situation has been overcome.

As part of our response plan, we 
established a central task force and 
each operational unit has defined 
an emergency response team. They 
are responsible for maintaining 
the service delivery for our clients 
without any noticeable impact and 
continuing internal processes in the 
best possible way. 

Thanks to our progressive technology 
standards which provide state-of-the-
art infrastructure such as telepresence 
in all our offices, remote connection to 
our systems throughout all countries and 
mobile devices and notebooks for a large 
number of our employees, GrECo is well 
prepared for the current situation.

We regularly test our emergency 
procedures by asking several col-
leagues who normally work in our 
offices to work from from home. 

We are glad that these tests 
were successful and proved the 
emergency preparedness of our 
organization. Next to valuable 
findings for our operations, the 
emergency tests also demonstrated 
the professionalism and incredi-
ble contribution of our people to 
provide best service to our clients, 
even under difficult circumstances.

We would like to thank all our col-
leagues for their commitment and 
ask our clients for their understand-
ing in case of any impairments. 

We are certain that we have set all 
necessary measures to protect the 
health of our employees, continue 
servicing our clients and get back 
to normal procedure as soon as the 
overall situation of COVID-19 allows.
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